US 2008/0113749 Al

gies to a gaming machine can be quite difficult. Further,
techniques and methods for solving a problem in the PC
industry, such as device compatibility and connectivity
issues, might not be adequate in the gaming environment. For
instance, a fault or a weakness tolerated in a PC, such as
security holes in software or frequent crashes, may not be
tolerated in a gaming machine because in a gaming machine
these faults can lead to a direct loss of funds from the gaming
machine, such as stolen cash or loss of revenue when the
gaming machine is not operating properly.

[0032] Accordingly, one difference between gaming
machines and common PC based computers or systems is that
gaming machines are designed to be state-based systems. In a
state-based system, the system stores and maintains its cur-
rent state in a non-volatile memory, such that in the event of a
power failure or other malfunction the gaming machine will
return to its current state when the power is restored. For
instance, if a player were shown an award for a game of
chance and the power failed before the award was provided,
the gaming machine, upon the restoration of power, would
return to the state where the award was indicated. As anyone
who has used a PC knows, PCs are not state machines, and a
majority of data is usually lost when a malfunction occurs.
This basic requirement affects the software and hardware
design of a gaming machine in many ways.

[0033] A second important difference between gaming
machines and common PC based computer systems is that for
regulation purposes, the software on the gaming machine
used to generate the game of chance and operate the gaming
machine must be designed as static and monolithic to prevent
cheating by the operator of gaming machine. For instance,
one solution that has been employed in the gaming industry to
prevent cheating and satisfy regulatory requirements has been
to manufacture a gaming machine that can use a proprietary
processor running instructions to generate the game of chance
from an EPROM or other form of non-volatile memory. The
coding instructions on the EPROM are static (non-change-
able) and must be approved by a gaming regulator in a par-
ticular jurisdiction and installed in the presence of a person
representing the gaming jurisdiction. Any change to any part
of' the software required to generate the game of chance, such
as, for example, adding a new device driver used by the master
gaming controller to operate a device during generation of the
game of chance, can require a new EPROM to be burnt,
approved by the gaming jurisdiction, and reinstalled on the
gaming machine in the presence of a gaming regulator.
Regardless of whether the EPROM solution is used, to gain
approval in most gaming jurisdictions, a gaming machine
must demonstrate sufficient safeguards that prevent an opera-
tor of the gaming machine from manipulating hardware and
software in a manner that gives the operator an unfair or even
illegal advantage over a player. The code validation require-
ments in the gaming industry affect both hardware and soft-
ware designs on gaming machines.

[0034] A third important difference between gaming
machines and common PC based computer systems is that the
number and kinds of peripheral devices used on a gaming
machine are not as great as on PC based computer systems.
Traditionally in the gaming industry, gaming machines have
been relatively simple in the sense that the number of periph-
eral devices and the number of functions on the gaming
machine have been limited. Further, the functionality of a
gaming machine tends to remain relatively constant once the
gaming machine is deployed, in that new peripheral devices
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and new gaming software is infrequently added to an existing
operational gaming machine. This differs from a PC, where
users tend to buy new and different combinations of devices
and software from different manufacturers, and then connect
orinstall these new items to a PC to suit their individual needs.
Therefore, the types of devices connected to a PC may vary
greatly from user to user depending on their individual
requirements, and may also vary significantly over time for a
given PC.

[0035] Although the variety of devices available for a PC
may be greater than on a gaming machine, gaming machines
still have unique device requirements that differ from a PC,
such as device security requirements not usually addressed by
PCs. For instance, monetary devices such as coin dispensers,
bill validators, ticket printers and computing devices that are
used to govern the input and output of cash to a gaming
machine have security requirements that are not typically
addressed in PCs. Many PC techniques and methods devel-
oped to facilitate device connectivity and device compatibil-
ity do not address the emphasis placed on security in the
gaming industry. To address some ofthese issues, a number of
hardware/software components and architectures are utilized
in gaming machines that are not typically found in general-
purpose computing devices, such as PCs. These hardware/
software components and architectures include, but are not
limited to, items such as watchdog timers, voltage monitoring
systems, state-based software architectures and supporting
hardware, specialized communication interfaces, security
monitoring, and trusted memory.

[0036] A watchdog timer is normally used in IGT gaming
machines to provide a software failure detection mechanism.
In a normal operating system, the operating software periodi-
cally accesses control registers in a watchdog timer sub-
system to “re-trigger” the watchdog. Should the operating
software not access the control registers within a preset time-
frame, the watchdog timer will time out and generate a system
reset. Typical watchdog timer circuits contain a loadable tim-
eout counter register to allow the operating software to set the
timeout interval within a certain time range. A differentiating
feature of some preferred circuits is that the operating soft-
ware cannot completely disable the function of the watchdog
timer. In other words, the watchdog timer always functions
from the time power is applied to the board.

[0037] IGT gaming computer platforms preferably use sev-
eral power supply voltages to operate portions of the com-
puter circuitry. These can be generated in a central power
supply or locally on the computer board. If any of these
voltages falls out of the tolerance limits of the circuitry they
power, unpredictable operation of the associated computer
system may result. Though most modern general-purpose
computers include voltage-monitoring circuitry, these types
of'circuits only report voltage status to the operating software.
Out of tolerance voltages can cause software malfunction,
creating a potential unanticipated and/or undesirable condi-
tion in the gaming computer. IGT gaming machines, however,
typically have power supplies with tighter voltage margins
than that required by the operating circuitry. In addition, the
voltage monitoring circuitry implemented in IGT gaming
computers typically has two thresholds of control. The first
threshold generates a software event that can be detected by
the operating software and an error condition generated. This
threshold is triggered when a power supply voltage falls out of
the tolerance range of the power supply, but is still within the
operating range of the circuitry. The second threshold is set



